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1. EXECUTIVE SUMMARY
As policymakers debate how artificial 
intelligence could impact jobs and workers 
in the future, a profound transformation 
of the California workplace is already 
underway. Employers are increasingly 
using digital technologies to monitor 
workers, measure their performance, 
assign tasks and schedules, set the 
pace of work, and inform decisions 
about pay, discipline, and termination. 
These technologies—collectively known 
as “bossware”—combine electronic 
monitoring with algorithmic management. 
Taken together, the concern is that these 
tools tilt the balance of power further 
toward employers, who can use bossware 
to tighten control, intensify work, and 
extract more value from workers, even 
at the expense of safety and workplace 
dignity.

Bossware can include algorithmic 
performance evaluation systems, location 
and activity tracking, productivity software, 
digital scheduling tools, biometric 
timekeeping, wearable devices and 
sensors, always-on cameras, and even AI-
generated predictive analytics that measure 
emotion or sentiment. Although employers 
often present these tools as ways to 
improve efficiency, fairness, or safety, their 
use remains largely unregulated and—as 
we detail in the report—can lead to an 
array of harms to workers. Most employers 
do not disclose to workers what data is 
being collected about them, how it’s being 
used, or whether an algorithm produced 
a decision affecting their livelihood. 
Workers are rarely able to review or correct 
inaccurate data, challenge an automated 
decision, or prevent their information from 
being shared with third parties.

This report draws on a large body of 
existing social science and legal research, 
as well as 25 in-depth interviews with 

California workers in industries including 
hospitality, health care, warehousing, 
sanitation, transportation, security and 
janitorial services, delivery, and software 
engineering. The evidence presented makes 
clear that the risks of unchecked bossware 
are not merely speculative, but already 
reshaping working conditions, undercutting 
established labor protections, and shifting 
power toward employers—often without 
workers’ knowledge or consent.

Key Findings
Bossware adoption is widespread and 
accelerating. A number of employer 
surveys put current rates of worker 
monitoring at 60% to 80%, with a recent 
large-scale report finding that of those 
employers that use digital tracking tools, 
a significant share are using biometric 
data collection like fingerprints and 
facial recognition (67%) and AI-driven 
productivity analytics (61%). Researchers 
have identified more than 500 companies 
operating in the commercial bossware 
market, while industry analysts project 
continued market growth of approximately 
8% to 18% per year.

Bossware is often implemented without 
sufficient disclosure to workers. Worker-
reported adoption rates tend to be lower 
than employer-reported sources, indicating 
a clear knowledge gap around workplace 
technology implementation: 41% of 
workers received no communication from 
their employer about workplace data 
collection or AI use, according to recent 
research. Workers interviewed for this 
report discovered that their employers were 
monitoring them only through rumors from 
colleagues, mistaken app notifications, or 
chance encounters with hidden software 
features. 
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Bossware can intensify work and 
exacerbate health and safety risks. 
Employers can use electronic monitoring 
and algorithmic management tools to 
push workers to unsafe speeds, leading 
to physical harm and mental anguish. 
Workers interviewed for this report 
described these pressures in vivid terms. 
A San Diego warehouse worker called 
his digitally-directed workload “an infinite 
amount of work” with “no breathing room.” 
Delivery drivers reported being pressured 
to run between stops and forgo bathroom 
breaks. Bus drivers and sanitation workers 
explained that computerized schedules 
failed to account for traffic, speed limits, 
and rest periods. Hotel workers described 
losing control over how they organized 
their work as devices repeatedly redirected 
them across large properties.

Bossware can deepen existing 
workplace inequities. Algorithmic 
management systems reduce complex 
work processes to rankings, notifications, 
and productivity scores, providing 
employers with a veneer of objectivity 
even as they continue to treat workers 
unfairly. These measurements can be 
incomplete, inaccurate, or stripped of 
context, yet employers sometimes treat 
them as more credible than workers’ 
own accounts. Workers described being 
disciplined for alerts they never received, 
package-scanning errors, disputed 
driving infractions, and delays beyond 

their control. Low-wage workers, workers 
of color, immigrant workers, workers 
with disabilities, and workers with limited 
English proficiency are especially likely 
to face intensive surveillance or barriers 
created by poorly-designed systems. 

Bossware can give employers 
unchecked control and erode worker 
power. These same systems can facilitate 
wage theft through unaccountable and 
opaque timekeeping processes, can mask 
employer retaliation after workers speak up 
or attempt to organize, and can automate 
the process of discipline or termination. 
Workers find disputes with management 
over shifts, wages, and job expectations 
more common as their work is increasingly 
mediated through apps. Freight drivers in 
Los Angeles, for example, were terminated 
through an automated notification system 
after being evaluated using a poorly-
designed algorithmic ranking system.

These outcomes are not inevitable 
consequences of technology. Workplace 
technology can improve safety, job quality, 
and productivity when its design and 
implementation are worker-centered and 
worker-informed. The harms documented 
in this report result from choices about 
who controls the technology, what goals 
it serves, and whether workers have 
enforceable rights over technology 
adoption and implementation in their 
workplaces.

The increasing prevalence of bossware and the growing evidence of its serious and wide-
ranging harms raise urgent questions for policymakers. The majority of existing labor, 
employment, and data privacy laws fall woefully short when it comes to protecting workers 
from the negative impacts of these new technologies. California has gone the furthest of 
any state in the country in beginning to tackle the regulatory challenge, with the California 
Federation of Labor Unions sponsoring four bills that have now been signed into law 
establishing critical first-generation guardrails. These protections address some of the worst 
abuses of bossware, but they are not comprehensive. They establish new labor standards for 
the 21st century that provide an important foundation for the state and its cities, counties, 

The Regulatory Challenge
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and municipal governments to build a robust regulatory regime that fully protects the safety 
and dignity of all workers in the use of electronic monitoring and algorithmic management. 
That regulatory regime should incorporate the following four principles:

1.	 Employers, not algorithms, should make decisions about workers. 
Bossware should not automatically hire, fire, discipline, or make other 
consequential decisions about workers. Employers should be required to 
conduct meaningful human review, consider independent evidence, and 
provide workers with a fair appeals process.

2.	 Workers must know when and how bossware is being used. Employers 
should provide detailed notice before introducing or changing a bossware 
system. Workers should also receive specific notice whenever bossware is 
used to make a decision affecting them. Workers must be able to access and 
correct their data, and have the right to prevent their data and work product 
from being used to train an AI system that then replaces them.

3.	 Harmful uses of management technologies by employers must be 
prohibited. Employers should not monitor workers while they are off duty or in 
private spaces; use algorithms to infer sensitive personal characteristics; use 
unreliable emotion, facial, or behavioral recognition systems; set individualized 
wages using surveillance data; or use bossware to evade labor, civil rights, 
wage-and-hour, or health and safety laws.

4.	 Protections must cover all workers and include meaningful enforcement. 
Standards should apply to all workers: employees, independent contractors, 
job applicants, temporary workers, and workers employed through 
subcontractors, in both the public and private sectors. Workers must be 
protected from retaliation and able to seek remedies through government 
enforcement and private legal action.

Policymakers have an opportunity to act before further damage is done, establishing the 
rights and protections that millions of California workers need as bossware becomes 
ubiquitous in the workplace. Californians are eager for progress on this front: More than nine 
in ten workers support human decision-making, strong guardrails against harmful workplace 
AI, and greater transparency and accountability from employers around technological 
implementation. Cities in particular have the opportunity to lead the charge and continue 
their trailblazer role, further bolstering workers’ rights to know about, challenge, and be 
protected from the harms of employers’ use of bossware. Acting in concert, our state and 
local policymakers have the ability to ensure that workers have access to fair, safe, and 
dignified jobs amidst ongoing rapid technological change.
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As the debate continues over whether 
or not artificial intelligence will lead to 
widespread job loss in the future, an equally 
important technological transformation 
of California’s workplaces is already 
well underway. Employers across the 
state are using digital technologies to 
monitor, manage, and discipline workers 
with few rules governing their use. These 
technologies—collectively known as 
“bossware”—range from productivity 
apps, safety cameras, and biometric 
timekeeping to tracking systems that 
monitor workers or automate management 
decisions. They affect workers across 
industries and occupations, from union-
represented workers to those scrambling 
to secure temporary gigs. The practices 
of electronic monitoring and automated 
management are not new. But recent 
technological developments, many 
grouped under the broad label of AI, 
have significantly expanded what these 
systems can do and the potential harms 
they pose to workers.

This report documents how employers are 
currently using bossware and sounds the 
alarm of further risks associated with its 
unchecked proliferation. We open with a 
detailed analysis of bossware technology, 
documenting how these tools can be 
used by employers to undermine working 
conditions while extracting more effort from 
workers, often in the interest of exerting 
more control and cutting labor costs. Next, 
we present a taxonomy of potential harms 
to workers, including work intensification 
and its negative effects on the health and 
safety of workers, deskilling and loss of 
individual autonomy, discriminatory effects 
and deepening inequities, algorithmic 
wage suppression and risk of wage theft, 
and systematic workplace surveillance 
and the erosion of privacy. We then 
bring these harms into focus in a section 

documenting the experiences of workers 
across California who have already found 
themselves on the frontlines of bossware 
implementation.

Negative impacts on workers result 
from the near total lack of regulation of 
bossware at the federal, state, and local 
level. Currently, the large majority of 
workers in the U.S. do not have the right 
to know what data is being gathered 
on them, or whether it is being sold to 
third parties. Most employers are not 
required to notify workers about electronic 
monitoring or their use of algorithms 

to make consequential employment 
decisions—and workers do not have the 
right to review or challenge the data used 
to render those decisions (except for the 
rights provided to workers in California 
under SB 947, the No Robot Bosses Act). 
Most importantly, there are few meaningful 
guardrails around which technologies 
employers are allowed to use or how 
they use them in their workplaces. In the 
absence of well-defined and enforceable 
regulations, there will continue to be an 
incentive for employers to exploit workers 
by pursuing invasive and opaque forms of 
employee monitoring, data collection, and 
algorithmic management, with no means 
of recourse or appeal for affected workers. 
In essence, bossware centralizes power in 
the hands of employers, allowing them to 

bossware centralizes power in 
the hands of employers, allowing 
them to tighten control, intensify 

work, and extract more value from 
workers without sharing the gains.

2. Introduction



9

tighten control, intensify work, and extract 
more value from workers without sharing 
the gains.

We conclude this report with a careful 
analysis of how public policies should be 
crafted to regulate the use of bossware 
and establish worker rights and employer 
responsibilities for the 21st-century 
workplace. We draw on the significant 
progress that unions, privacy experts, and 
policymakers have made over the past 
several years in developing a framework 
for the responsible deployment of 
technology in the workplace. In California, 
recently passed bills that begin to tackle 
the task of regulating bossware provide 
a foundation upon which the state and 
its cities can continue to build out a 
robust set of worker technology rights. 
More generally, the policy principles we 
outline reflect the growing demands by a 

broad range of advocates calling for civil 
society governance of AI and other digital 
technologies in all facets of our lives, from 
our schools to our hospitals, from the 
voting booth to our workplaces.1

The rapid development and deployment 
of new technological capabilities—
accelerated by recent advances in AI—
makes this a critical moment for legislators 
and regulators to keep their eye on the 
ball: Employers are always responsible 
for the decisions that impact workers, 
regardless of the extent to which these 
decisions are informed, augmented, or 
executed by technological means. Given 
the pace and scale of these developments, 
policymakers must commit to an ongoing, 
long-term project of ensuring the safety 
and dignity of all workers amidst rapid 
technological change.

$$$

$
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Employers typically buy software and hardware developed by third-party vendors to 
implement electronic monitoring, algorithmic management, and other workplace technology 
systems. These products often combine data collection, data analysis, and decision-making 
capabilities into integrated platforms that employers can configure for their own workplace.5 
Depending on how they are designed and deployed, these systems may recommend or 
automate a wide range of decisions affecting the terms and conditions of work; in some 
cases, there is limited or no meaningful human oversight by managers, and workers have 
few opportunities to identify errors or appeal adverse decisions.6 

1. Electronic monitoring: Employers collect data from or 
about workers using electronic monitoring technologies, 
enabling them to monitor and surveil workers, workplaces, 
and work processes. These systems can collect biometric 
information, such as fingerprints, facial features, eye 
movement, gait, or voice characteristics. They can also 
collect data on worker activities, including communications, 
location and movement, work behaviors, computer use, 
task completion, and productivity. Data may be gathered 
through wearable devices (such as badges, smartwatches, 
or pendants), GPS-enabled vehicles, smartphones, cameras, 
sensors, microphones, handheld devices, computers, 
productivity monitoring software, and other digital workplace 
technologies.3 

2. Algorithmic management. Employers use automated 
computer programs, known as algorithms, to analyze 
worker data and perform functions traditionally handled by 
human managers. These algorithms, which are increasingly 
designed using AI and machine-learning techniques, 
produce outputs such as scores, classifications, predictions, 
recommendations, rankings, and other performance metrics 
that employers may use to make decisions about their 
workforce.4 When these algorithms are integrated into 
systems that support or automate managerial functions, they 
are often referred to as algorithmic management systems. 
Employers use these systems to assist or automate a wide 
range of workforce management tasks including hiring, 
scheduling, assigning tasks, performance evaluation, 
discipline, compensation, promotion, and termination.

3. Bossware 101: What, When, Where, How, and Why
Across industries and occupations, employers are using digital technology systems to track, 
monitor, and manage workers, often in expansive, invasive, and hidden ways.2 These systems 
are referred to as bossware, which typically consists of two interlinked processes:
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Scheduling, Shift 
Allocation, and Pay
Use demand forecasts, 

staffing levels, labor costs, 
or other data to generate or 
modify schedules, allocate 

shifts and hours, and 
set or administer pay, 
overtime, premiums, 

or incentives.

Biometric and 
Identity Verification, 

Timekeeping, and 
Attendance Systems 

Track hours and attendance or verify 
worker identity and presence, including 
through facial recognition, fingerprints, 

GPS, geofencing, or other biometric 
and location-based technologies. 
Some verify both who is clocking 
in and whether the worker is at 

an authorized location.

Worker 
Monitoring and 

Perfomance Management
Track computer and application 
use, communications, location, 
video, or other worker activity 

and use that information to 
generate productivity measures, 
performance scores, rankings, 

comparisons, alerts, or 
management 
dashboards.

Task and 
Workflow Management

Automatically dispatch 
workers, assign tasks 

or routes, set priorities, 
track completion, and 
adjust assignments in 
response to changing 

conditions. 

Workforce 
Analytics and Prediction

Combine HR records, 
employee surveys, 

performance measures, and 
other data to identify patterns 

or predict outcomes such 
as turnover, engagement, 

performance, or 
vulnerability to union 

organizing.

Shyft

Legion

Ponchi

Deputy

7Shifts

Jibble

TimeTrak

Buddy
Punch

ADP 
Time

Attendance 
Solutions

WorkTime

ActivTrak

Teramind

Insightful
Trackforce

HotSOS
Swept

ShiftOn

Connecteam

Perceptyx

Visier

Dayforce
Workday
People

Analytics

For 
a more 

comprehensive 
list of Bossware 

systems, visit 
Coworker’s 
Database:

11

Bossware products span nearly every aspect of workforce management. 
Products currently marketed to employers include:
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Assessing the current extent of 
bossware adoption by employers is not a 
straightforward task. Large-scale, nationally 
representative data on employers’ use of 
AI and related workplace technologies—
including electronic monitoring and 
algorithmic management systems—remain 
limited. As a result, researchers must 
triangulate across multiple data sources 
to understand emerging trends in the 
prevalence and penetration of bossware in 
California’s workplaces, including market 
research, employer surveys, and worker 
surveys. Taken together, the data suggest 
that employer adoption of workforce 
management systems is increasing 
across a wide range of industries and 
occupations, though not yet used by all 
employers for all workers. We currently 
have the strongest evidence of employer 
adoption of electronic monitoring and 
related technologies. That likely reflects 
both the greater attention it has received 
in employer and worker surveys and the 
fact that data collection and monitoring 
are foundational components of many 
algorithmic management systems.

Research on the product market of 
workforce monitoring and management 
technologies provides one indicator 
of growing employer adoption, with 
industry trade groups and market analysts 
documenting rapid market expansion. 
Across six industry reports published 
between 2020 and 2026, analysts found 
a consistently expanding multibillion-
dollar market and unanimously projected 
accelerating growth in the years ahead.7  
While these estimates vary significantly 
based on scope, terminology, and 
methodology, most analysts project 
compound annual growth rates between 
8% and 18% over the next decade. 
Investment trends point in the same 
direction: global venture capital investment 
in workplace technology reached $3.55 
billion across 119 deals in the first half 
of 2025, a 60% increase over the same 

period in 2024.8 Research conducted by 
Coworker.org has identified more than 
500 technology companies operating in 
the bossware market, underscoring both 
the scale of the industry and the growing 
availability of tools and services that 
enable employers to monitor and manage 
workers.9

Employer surveys provide a second 
line of evidence, with several collecting 
data directly from firms about their 
adoption and use of bossware and 
related workplace technologies. While the 
nationally representative Annual Business 
Survey (ABS) provides important evidence 
on employer adoption of AI and other 
advanced technologies, it does not collect 
sufficiently detailed information to identify 
specific workplace applications, such 
as electronic monitoring or algorithmic 
management systems.10 Consequently, 
the available employer survey evidence 
on bossware adoption must draw on non-
governmental employer surveys conducted 
by technology vendors, industry trade 
associations, and independent research 
organizations, each of which uses different 
samples, definitions, and methodologies.

Employer-reported figures are consistent 
with the above market research, indicating 
a pattern of increasing employer adoption 
of workplace monitoring technologies 
over time. A 2007 American Management 
Association (AMA)/ePolicy Institute 
survey of 304 companies documented 
employer use of a broad range of 
monitoring technologies, including internet, 
email, telephone, computer, and video 
monitoring, demonstrating that many 
of the core capabilities associated with 
today’s bossware were already in use.11 
Subsequent employer surveys indicate 
that adoption has continued to increase, 
accelerating during the COVID-19 pandemic 
as remote work drove greater reliance on 
digital monitoring, and remaining elevated 
in the years since as these technologies 
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have become a more permanent feature 
of workplace management. A survey of 
239 large corporations that examined the 
use of employee monitoring technologies 
found an adoption rate of 30% in 2015 that 
had grown to more than 50% by 2019.12 
Similarly, in 2022, a venture capitalist 
estimated that funding for performance 
management technologies had seen an 
eightfold increase over the previous five 
years.13

The abrupt shift to remote and hybrid 
work in 2020 created heightened interest 
in understanding the prevalence and 
implications of employer monitoring and 
surveillance techniques, leading to a slate 
of new surveys that consistently found 
between 60% and 80% of employers 
using one or more forms of technology 
to monitor or manage their workforce.14 A 
2025 survey of 1,500 US-based employers 
found that nearly three-quarters use 
some form of digital tracking tool, with 
a significant share using even more 
advanced techniques including biometric 
data collection like fingerprints and 
facial recognition (67%) and AI-driven 
productivity analytics (61%).15 

Worker surveys constitute a third source 
of evidence, providing an employee 
perspective on the prevalence and use of 
bossware in the workplace as well as some 
of the harms. Researchers have conducted 

broad-based surveys asking workers about 
how their employers are monitoring and 
evaluating them using technology. Three 
large national worker surveys conducted 
recently found similar levels of bossware 
use by employers: 1) In 2022, the National 
Employment Law Project surveyed 1,849 
U.S. workers and found a prevalence 
rate of 47%,16 2) in 2023, the American 
Psychological Association surveyed 2,515 
U.S. workers and found that 51% of their 
employers were using technology to 
monitor workers,17 and 3) a 2025 Gallup 
panel of 18,429 U.S. workers found 42% 
of workers were subjected to electronic 
monitoring by their employers.18 

These figures are lower than employer-
reported estimates, which could indicate a 
knowledge gap in workplaces due to the 
current lack of disclosure requirements 
for employers deploying bossware 
technologies. Research conducted by 
Gartner Inc. has affirmed this notion, 
finding that 41% of employees surveyed 
report a total lack of communication 
from employers or supervisors regarding 
how workplace and worker data is being 
collected or used.19 Such insufficient or 
nonexistent disclosure practices are a 
growing concern for workers, as large 
majorities of workers have expressed 
apprehension over employers’ increased 
use of digital technologies to monitor and 
manage workers.20

4. Employer Use of Bossware Can Make Work 
Worse for Workers
Employers cite a range of reasons for their use of bossware, including increases in efficiency, 
fairness, and safety. Yet a growing body of evidence suggests that bossware use can result in 
a wide array of interrelated harms, as numerous researchers, advocates, and journalists have 
begun to document.21 Moreover, the effects of bossware extend beyond impacting individual 
workers. By giving employers greater capacity to monitor, evaluate, and direct workers, these 
technologies can strengthen employer control and shift power away from workers, shaping who 
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benefits and who suffers from the integration of new technologies in the workplace. When these 
dynamics occur across the economy, they can contribute to greater concentration of income, 
wealth, and power, with families and communities facing consequences including stagnant 
incomes, economic insecurity, reduced ability to afford basic needs, and growing imbalances in 
economic and political power.

Work Intensification and Increased 
Stress
When an employer implements bossware, 
the pace of work can intensify.22 Heightened 
monitoring and automated performance 
evaluation compel workers to work at an 
unsustainable pace, increasing the risk of 
stress, burnout, and other adverse health 
outcomes.23 Some bossware systems use 
centralized algorithms to set productivity 
requirements for workers that disregard the 
individual circumstances and contingencies 
of a job, creating pressure to maximize 
productivity at the expense of worker 
safety or output quality.24 The effects are 
well documented: decades of research link 
electronic monitoring to increased stress 
and negative psychosocial outcomes,25 
and a recent American Psychological 
Association study found that electronic 
monitoring at work was associated with 
lower employee morale, greater emotional 
exhaustion, and a stronger sense they did 
not matter in their workplace.26

Health and Safety Risks 
Employers’ use of bossware is strongly 
related to negative health and safety 
outcomes for workers.27 A recent 
nationally representative survey found 
that workers who were subjected to 
more intensive workplace electronic 
productivity monitoring were substantially 
more likely to work at unsafe speeds (46% 
vs. 15%), have anxiety at work (53% vs. 
41%), and be injured on the job (9% vs. 
4%).28 Another study based on a survey 
of more than 27,000 workers found that 
each one-unit increase in the intensity 
of workplace algorithmic management 

was associated with a 21% rise in 
psychosocial risks and a 16.5% increase 
in health issues.29 Ultimately, the danger 
is that employers’ use of these systems 
creates a self-reinforcing feedback loop: 
the output of an electronic monitoring 
system (worker data) becomes the input 
for algorithmic management tools; the 
output of algorithmic management tools 
(managerial decisions) impels workers to 
modify their behavior (i.e., speeding up) 
in a way that intensifies their work and 
creates a less safe work environment by 
setting a new baseline production rate 
recaptured as input by the electronic 
monitoring systems.30

Deskilling and Loss of Autonomy
Employers can use bossware to strip skill, 
judgment, and discretion out of a job by 
automating particular tasks, breaking 
complex tasks into simpler ones, or 
transferring decision-making from workers 
to automated systems.31 Deconstructing 
complex work processes into a series of 
discrete, separable tasks not only makes it 
easier to automate some or all of the process; 
it also enables employers to monitor and 
evaluate workers in increasingly granular 
ways.32 As researchers have shown, a job is 
not merely an assortment of interchangeable 
tasks, but rather a holistic compound of 
interdependent and complementary actions, 
judgments, and decisions; bossware 
threatens to undermine this, potentially 
leading to diminished wages and the erosion 
of worker power.33 

The transfer of workers’ expertise and 
decision-making to automated systems can 
also reduce opportunities for workers to 
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exercise professional judgment, diminishing 
workers’ ability to analyze, diagnose, and 
understand critical problems or unique 
circumstances, which can lead to deskilling 
over time.34 When bossware reshapes work 
tasks in a way that prevents workers from 
learning on the job, this can prevent workers 
from obtaining foundational skills in the 
first place, limiting their long-term career 
advancement.35 Scholars have referred to 
this as “never-skilling,” whereby automated 
systems create work environments in which 
workers remain stuck in limited roles with 
little opportunity to hone occupational 
expertise.36 In effect, when employers 
implement bossware, jobs become more 
rote and less dynamic, and workers lose a 
pathway to dignity, fulfillment, and greater 
earning potential over time.37

Bias, Discrimination and Systemic 
Inequity
The use of bossware can have a number 
of impacts on existing forms of workplace 
bias, discrimination and systemic 
inequity.38 First, unequal outcomes can 
arise when software developers design 
and/or employers implement technologies 
without accounting for a diverse workforce, 
such as differences in language, access 
to devices and broadband, or familiarity 
with digital systems. This can create 
barriers for immigrant workers, workers 
with limited English proficiency, workers 
with disabilities, and others whose needs 
are not considered.39 Second, bossware 
systems often use “black-box” algorithms 
that are trained on real-world data that 
encodes existing inequities, reproducing 
discriminatory patterns on the basis 
of race, gender, and other protected 
categories through opaque outputs.40 Third, 
employers can use bossware in ways that 
perpetuate bias and inequity by subjecting 
some groups of workers to greater levels 
of surveillance and algorithmic control. 
Workers of color, for example, are more 

likely to report being electronically 
monitored and having tasks or schedules 
assigned by algorithmic management 
software.41 Moreover, some of the most 
aggressive experimentation with bossware 
has occurred in low-wage industries that 
disproportionately employ workers of 
color and immigrant workers, reflecting 
longstanding patterns of discrimination 
and occupational segregation.42 Finally, 
from food service to gig work, bossware 
used by employers to evaluate workers 
and make consequential employment 
decisions, including pay, promotion, and 
termination, may incorporate biased or 
unreliable data sources.43

Unfair and Erroneous Workplace 
Discipline and Firings 
Bossware enables employers to pervasively 
monitor workers, set opaque quotas, and 
automate the evaluation of workers in 
ways that can result in arbitrary, unfair, and 
erroneous discipline due to inaccurate data 
and/or the reductive and sometimes faulty 
nature of automated systems.44 Additionally, 
in what one researcher has called “at-will 
employment on steroids,” employers can 
essentially mask retaliatory actions behind 
reams of surveillance data and workplace 
algorithms, making it difficult for workers 
to challenge or contest a disciplinary 
decision.45 Low-road employers operating 
on a high-turnover business model can also 
use bossware to automate the processes 
of hiring, managing, disciplining, and firing 
workers.46

Lower Pay 
Employers can use information obtained 
through electronic surveillance and other 
data sources as inputs for wage-setting 
algorithms in order to lower workers’ wages 
or even create cutthroat bidding systems 
where workers effectively compete against 
one another to undercut wage standards.47 
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This can take the form of what researchers 
have called “surveillance wages,” in which 
employers use data mining and predictive 
analytics to set wages based on workers’ 
personal data rather than the actual value 
or difficulty of the work—for example, to 
identify the lowest wage a worker is willing 
to accept.48 A recent first-of-its-kind audit 
of workplace technology vendors found 
twenty whose products were determined 
to have high risk for enabling surveillance-
based wages in industries ranging from 
customer service, health care, logistics, 
manufacturing, retail, finance, education, 
transportation, and technology.49 Research 
also shows that digital timekeeping 
systems can be used to facilitate wage 
theft violations through rounding, automatic 
break deductions, and time shaving.50 All of 
these practices are extremely difficult for 
workers to prove in litigation because of the 
inherently opaque nature of most bossware 
systems, meaning that employers are likely 
to keep most of the stolen wages.51

Misclassification and Destabilizing 
Traditional Employer-Employee 
Relationships

Through a combination of electronic 
monitoring and automated decision 
technologies, bossware enables employers 
to manage work and workers remotely, which 
in turn facilitates their ability to outsource 
tasks and shift work to external on-demand 
labor pools and platform workers.52 In 
effect, these technologies provide a means 
to institutionalize practices that fragment 
workplaces, allowing employers to use 
bossware to help them classify workers as 
independent contractors, use temporary 
staffing agencies, avoid joint employer 
status, and otherwise reorganize work 
outside of the crucial worker protections 
afforded by traditional employment 
relationships while also having control over 
work processes and workers.53

Suppression of the Right to Organize 

Employers can use bossware to suppress 
workers’ right to organize at each step in 
the unionization process.54 The pervasive 
monitoring enabled by bossware can 
discourage or prevent workers from 
engaging in casual interactions that 
build workplace trust and camaraderie, 
undermining the formation of coworker 
bonds that can productively seed 
organizing.55 Through intensive monitoring 
and specialized data analysis tools, 
employers can be alerted when worker 
organizing efforts have taken root, and are 
even able to predict the likelihood of future 
organizing at other worksites that they 
can preemptively target.56 Once workers 
begin to act collectively, the same digital 
technologies can be used to identify, punish, 
or otherwise deter workers from further 
participation.57 While such actions likely 
violate NLRA protections, a recent report 
from the Electronic Privacy Information 
Center shows that existing labor law is 
largely ineffectual in curbing “algorithmic 
unionbusting,” underscoring the need for 
targeted protections.58

Intrusive Surveillance and Privacy 
Harms
Bossware enables pervasive and granular 
surveillance by collecting detailed 
information about workers, raising significant 
concerns about privacy and autonomy.59 
The result is an “always on” workplace of 
“limitless worker surveillance,” in which 
workers’ movements, communication, 
interactions, and work activities are 
continuously tracked and analyzed.60 For 
example, so-called “Emotion AI” tools 
purport to detect workers’ feelings, while 
management apps installed on workers’ 
phones can mine their data 24/7.61 A 
recent study of nine widely used workplace 
monitoring platforms found that one-third 
have features to track workers’ precise 
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location at any time—even when the app is 
not in use, and potentially when the worker 
is clocked out.62 The study found evidence 
suggesting that these same widely used 
bossware platforms are sharing workers’ 
personally identifiable information and 
online activities with third parties “in ways 
that are not clearly disclosed to workers.”63

These harms are not inevitable. Rather, 
they are a symptom of the weak U.S. 
regulatory landscape in which bossware is 
being developed and deployed. The result 
is that low-road and often short-sighted 
employers have the incentive to use 
bossware to cut labor costs, increase work 
intensity and worker output, micromanage 
and control workers, and suppress worker 
organizing.64 Workplace technology need 
not worsen outcomes for workers; to 
the contrary, there are many examples 
of employers using technology in ways 
that benefit workers while also resulting 
in productivity and efficiency gains. 
Scheduling software can help workers 
swap shifts in ways that help improve work-
life balance and improve productivity.65 
And a recent study of call-center workers 
found that workplace technology can 
improve job quality while enhancing 

customer service, provided technologies 
are “adopted in a way that supports 
employees, allowing them to better apply 
or develop their skills and to be more 
effective in their jobs.”66 Researchers have 
highlighted how participatory approaches 

to AI design and implementation that 
incorporate worker experience and 
expertise can lead to improvements in 
efficiency without sacrificing job quality.67 
The harms or benefits of workplace 
technologies are not technological givens, 
but governance outcomes—the product 
of choices employers make about the 
role of worker voice in technology design 
and implementation, and the choices 
policymakers make about regulation.

5. Bossware is Already Here: California Workers 
Share Their Stories
For many workers in California, bossware is not an abstract concept, but something that has 
already reshaped their workplaces. Through 25 in-depth interviews with workers across the state, 
in sectors ranging from janitorial services to commercial truck driving to software engineering, 
conducted over several months this year, a vivid picture emerges: bossware is facilitating an 
unprecedented degree of workplace surveillance, which not only exacts a physical and emotional 
toll on workers, but serves as a mechanism for newfound and increasingly automated punitive 
measures.68 In some cases, this suite of digital technologies is even enabling employers to 
circumvent legal protections. Taken together, this collection of stories represents the cutting 
edge of bossware implementation by employers, highlighting the concern that in the future, 
more workers across more sectors could face similar realities of inhumane and unsustainable 
workloads and the systemic erosion of privacy, autonomy, and dignity.

These harms are not inevitable. 
Rather, they are a symptom of the 
weak U.S. regulatory landscape in 
which bossware is being developed 

and deployed. 
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Pervasive monitoring and 
surveillance lead to intensified 
working conditions, as employers 
prioritize speed and control over 
safety and efficiency.
Across sectors and occupations, workers 
described how bossware pushes them to 
work faster and take on more tasks, even 
at the expense of safety or efficiency. 
For Jordan, who works in a San Diego 
warehouse, a device strapped to his arm 
essentially became his “supervisor for 
the day,” delegating tasks and recording 
how quickly he processed packages. 
When he or his coworkers would fall 
behind, supervisors would be notified 
and quickly intervene, sometimes taking 
the notification as an opportunity for 
harassment or intimidation, aggressively 
asking, “What’s going on? Why are you 
slow?” Jordan described the resulting 
pace as relentless: “It’s an infinite amount 
of work, basically—there’s no breathing 
room.” 

Automated task delegation and productivity 
monitoring, he said, made it clear that 
the expectation was to “work as hard as 
you can, work as fast as you can, pretty 
much the whole time.” This also meant 
that legally mandated rest breaks were 
undermined by the inflexible productivity 
requirements: “the way they counted was 
15 minutes between scanning packages,” 
allotting no time to walk to the breakrooms, 
which could take “three, four minutes” 
both ways, significantly reducing the time 
actually available to rest. Under such strict 
metrics with automatic notifications to 
supervisors, “you don’t have time to walk 
to your car or take a breather outside,” 
Jordan explained.

Alex, another San Diego warehouse 
worker, described how software was being 
used to determine staffing levels, with little 
regard for overall productivity or workplace 

sustainability. When too few people were 
working, the job could be “brutal,” with 
workers “running up and down” aisles just 
to keep up with the productivity quotas. 
Yet management nevertheless cut hours 
for some workers if an algorithmically-
generated metric indicated that staffing 
was too high. “Even if it’s high flow,” he 
said, referring to particularly busy shifts, 
or “even if we’re already struggling,” 
managers were seemingly “bound and 
restricted [by] whatever the computer is 
saying to them.” 

Being able to meet overly demanding 
productivity expectations, Alex said, 
also seemed to carry an implicit penalty, 
as demonstrating strong individual 
performance “encourages them to keep 
putting you on higher and higher demanding 
work.” Luis, a garbage truck driver in the 
South Bay of Northern California, described 
a similar dynamic. His supervisor now uses 
a feature in a GPS-tracking app on a tablet 
to automatically compare his current route 
times with previous shifts, disregarding 
variations in traffic or any number of other 
variables out of his control. Finishing 
unusually quickly once, he noted, could 
become the basis for assigning additional 
work during subsequent shifts. “Now they 
expect me to do it every single time,” he 
said, “they want to give me more work.”

Hotel workers in Los Angeles described 
a similar loss of control over how they 
organized their day. Lucía, a room 
attendant, said workers had previously 
been able to adjust the sequence of room 
cleaning based on their own judgment 
and experience. “We owned our time,” 
she recalled, alluding to a sense of 
independence that was beginning to wane 
following her employer’s introduction of a 
new digital task system called HotSOS. 
Now, she lamented, “we are not owners of 
our time, because we have to follow the 
device.” HotSOS, she said, would generate 
abrupt mid-shift changes to workload that 
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Automated task delegation and 
productivity monitoring made it 

clear that the expectation was to 
“work as hard as you can, work as 

fast as you can, pretty much 
the whole time.”

might send her back and forth across the 
large hotel floorplan, requiring more time 
in transit between rooms and hindering her 
ability to meet productivity requirements. 
For David, an experienced bus driver in the 
East Bay, computerized scheduling meant 
not only a loss of control, but also a direct 
conflict with dignified and safe working 
conditions. “They make these routes so 
efficient,” David explained, “but they don’t 
take into consideration changes in traffic…
or the speed limits that have been reduced.” 
The digital routing system was designed 
to enforce specific time expectations, 
meaning that routine delays would eat 
into the required rest period at the end of 
a route. But as David put it, the pressure 
to stay on a computerized schedule was 
top priority, and management’s position 
was that “the rest period is for the bus, it’s 

not for human beings.” With routing and 
timing managed digitally, David pointed 
to a dangerous tradeoff: “So what does 
that do? That encourages [us] to speed.” 
Even stopping to use the restroom, he 
said, left drivers further behind, with no 
ability to adjust the digital routing system’s 
timekeeping. 

A delivery driver in San Diego named 
Daniel described a similar experience, 
being forced to choose between meeting 
algorithmic productivity requirements and 
basic physical needs. “I got told I needed to 
run between the van and the door to make 
sure I kept on schedule,” he said. This 

frantic pace of work, monitored closely by 
his employer, left no time to find or use a 
bathroom while working. During a pickup at 
the warehousing facility during his shift, he 
saw a sign that seemed to indicate that his 
employer was well aware of this issue, but 
had no sympathy; it read “Do not dispose 
of pee bottles on [employer] property.” His 
reaction was blunt, capturing the implied 
sentiment that meeting the productivity 
requirements was paramount, no matter 
the toll on workers: “[the employer] wants 
us peeing in bottles.”

Across these workplaces, workers 
described losing control over time they had 
previously managed themselves, a loss 
of autonomy that made work harder and 
less predictable. Devices determined the 
next task, computer models exacerbated 
understaffing, routing algorithms 
undermined safety, and productivity 
tracking set increasingly intense 
expectations for workers. Jordan, the San 
Diegan warehouse worker, expressed how 
the growing integration of bossware took 
more than just a physical toll, describing his 
workplace as increasingly “dehumanizing, 
isolating,” leaving him feeling “anger and 
just a deep loneliness” while on the job. 
David, the bus driver, spoke about being 
“beaten down and broken up,” which 
“affects our relationships and our families, 
too.”

For workers across sectors, the 
consequences of making work continuously 
measurable and inhumanely optimized 
does not stop with an accelerating pace 
and growing workload. All of this data—
an unending stream of scans, locations, 
recordings, alerts, routes, and rankings—is 
also being used by employers to evaluate 
and discipline workers.
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Bossware provides employers with a 
new mechanism for evaluating and 
disciplining workers, creating an 
unfair and oppressive workplace.
Late last year, five drivers employed by 
a Los Angeles-area freight company 
were shocked and confused when they 
received an automated text message 
informing them that their employment had 
been terminated. Their employer, they 
learned after the fact, had implemented 
an algorithmic productivity tracking 
system that ranked their delivery times 
against other drivers from across the 
country. The system had determined that 
these drivers were taking too long to 
reach their destinations and unload their 
cargo, leading to substandard rankings 
in the system and triggering automatic 
disciplinary measures, seemingly without 
any direct input or oversight from human 
supervisors. The drivers—several of whom 
had worked for the company for multiple 
decades—were never made aware that 
there was a digital system tracking 
their performance, let alone how these 
productivity metrics were being used. 
The drivers were dumbfounded that their 
employer would resort to such disciplinary 
tactics, given the famously unpredictable 
nature of Los Angeles traffic. 

These drivers, however, were unionized 
and therefore protected by a collective 
bargaining agreement that had 
protections over how productivity 
was tracked, allowing their union to 
challenge the terminations and ultimately 
reestablish their employment. But even 
a successful reversal like this could not 
undo the disruption, stress, and economic 
insecurity caused by such an abrupt and 
unfair termination. The case demonstrates 
the stakes when employers introduce 
algorithmic performance standards 
without workers’ knowledge or input. 
It also demonstrates the importance of 

workers having enforceable rights and a 
meaningful way to challenge technology-
driven discipline when the standards 
behind it are unreasonable or unfair.

For Marcus, a security officer who has 
been stationed on a large tech campus 
since 2019, the progression from digital 
task management to digital discipline was 
similarly direct. He and his coworkers are 
required to respond to electronic “pings” 
sent to their personal phones with specific 
tasks, but this alert system, he said, is 
overwhelming and unreliable. More than 
once he’s been written up for failing to 
respond to a ping he insists he never 
received on his phone, despite being 
glued to his phone to such an extent that 
it sometimes undermines his ability to do 

his actual job. “I never even knew about 
that until it was a write-up,” he recalls; 
“No warning, nothing.” When he asked his 
supervisor to show him proof of the ping 
in the digital messaging platform, he said 
no one was able to produce any record or 
digital paper trail, yet the unproven ping 
was taken as truth over Marcus’s word. 
On another occasion, Marcus witnessed 
the technology fail while standing beside 
a supervisor who had just sent a ping to 
his own phone that never arrived: “‘Oh, 
well… I didn’t get it.’ I say, ‘You see what 
I’m saying?’” Despite supervisors being 
aware of these glitches, workers could still 
be punished when the system failed: “They 
will write you up for the ping not showing 
up on your phone.”

A nurse handling a serious medical 
situation, she said, could remain 

“calm and neutral” and yet be 
penalized by the software for being 

“flat or low sentiment.”
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Warehouse workers across the state 
similarly described how mistaken or 
misleading outputs from digital systems 
could lead to unfair disciplinary actions. 
Eli, who has worked at a warehouse in 
Northern California for just over a year, 
said that management used digital tools 
to closely monitor the interval between 
consecutive package scans and would 
jump to hasty conclusions, “assum[ing] 
that we basically took an extended break” 
when, as Eli insisted, “that’s not necessarily 
the case.” Alex, meanwhile, pointed to a 
recurring issue at his warehouse regarding 
“first scan attempt failures,” which are 
automatically recorded whenever a 
package is scanned in the wrong order, a 
common occurrence given the rapid and 
unrelenting pace of work. Each time this 
happened, the scanning device would emit 
a loud beep and flash its lights, gradually 
becoming a statistic, Alex said, that was 
“heavily monitored” by supervisors. These 
alerts became the grounds for intensive 
scrutiny and discipline, despite remaining 
“very untransparent” to workers. “I don’t 
really know how any of the data is being 
used or collected,” Alex said, unsure how 
it was “helping inform systems that are 
making decisions.”

Daniel, a former delivery driver from 
San Diego, described how automated 
monitoring effectively created a new 
system of traffic enforcement inside the 
workplace. Drivers used an employer-
developed app to scan packages and 
navigate their routes, while an AI-
enabled camera near the rearview mirror, 
“watching absolutely everything you do,” 
monitored speed, lane position, and other 
driving behavior. On just his second day, 
a supervisor called to tell him the system 
had flagged him for running a stop sign and 
warned that another incident could cost 
him his job. Daniel had not received a traffic 
citation or been found to have violated 
the law; instead, an employer-controlled 
system had generated its own record of 

a supposed infraction with potentially 
serious employment consequences. For 
workers who dispute what the technology 
records, this creates a troubling dynamic: 
an allegation generated by bossware can 
become grounds for discipline even when 
no independent authority has determined 
that a violation occurred.

A telephone triage nurse in the East 
Bay named Maya shared an example 
of automated evaluation that was even 
more opaque. Calls with patients had long 
been recorded, but a newer AI-enabled 
monitoring system had begun generating 
“sentiment scores,” something she and 
her coworkers discovered only after 
reviewing call logs themselves. Maya said 
workers “didn’t know exactly how or when 
we were being scored” and had serious 
concerns about the system’s accuracy. A 
nurse handling a serious medical situation, 
she said, could remain “calm and neutral” 
and yet be penalized by the software for 
being “flat or low sentiment.” A significant 
body of research affirms these concerns, 
with multiple studies demonstrating 
severe racial and gender bias in AI-driven 
sentiment and emotion analysis tools.69

Luis, the garbage truck driver mentioned 
earlier, described how in-cab cameras and 
automated alerts could subject even routine 
aspects of a worker’s day to heightened 
scrutiny. With cameras recording both 
the driver and the road, Luis felt that 
management could search through hours 
of footage looking for potential mistakes 
unrelated to whatever initially drew their 
attention: “let’s look at what you were 
doing three hours before that.” Luis was 
not opposed to investigating legitimate 
safety concerns, but felt workers should 
have an opportunity to explain what 
happened before supervisors drew 
conclusions or expanded their scrutiny. 
“It just takes one time and all of a sudden 
everything changes,” he said. In his 
experience, constant recording meant that 
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a single automated notification could lead 
supervisors to scrutinize hours of otherwise 
routine work, creating more opportunities 
to identify and discipline workers for the 
kinds of mistakes or imperfections that are 
inevitable over the course of a workday. 

Having worked as a sanitation driver 
for more than three decades, Miguel 
described a counterexample to the claim 
that collecting workplace data increases 
fairness. GPS tracking gives supervisors 
a detailed record of when trucks stop, 
are delayed, or deviate from their routes, 
but Miguel said the same kinds of 
incidents did not always result in the same 
consequences. Some workers could be 
disciplined based on the data while others 
were given a pass for similar behavior, 

reinforcing patterns of favoritism that he 
said existed long before the technology 
arrived. In these cases, the problem 
was not human judgment itself, but the 
selective use of technological evidence to 
justify decisions that could appear neutral 
or data-driven. Rather than eliminating 
bias from workplace discipline, Miguel’s 
experience shows how bossware can 
provide a new layer of apparent objectivity 
behind which unequal treatment can 
persist.

These workers’ experiences show how 
algorithmic management can create new 
harms or deepen existing inequities. At its 
root, bossware changes how employers 
evaluate their workforce by fundamentally 
reshaping what is considered evidence 

of poor performance or misconduct 
and shifting the ground upon which 
discipline is exacted. Even when human 
managers make the final decision, they 
are increasingly making those decisions 
based on data and decision-making 
systems workers may not understand, 
cannot inspect, and sometimes know 
to be incomplete or contain erroneous 
information.

Employers are using bossware in 
ways that sidestep or undermine 
existing labor law and worker 
protections.
In some workplaces, bossware allows 
employers to sidestep worker protections 
or even undermine existing labor law. 
Many workers have no means of appealing 
an automated disciplinary action, 
contesting a digital timekeeping system, 
or even ensuring that a legal protection 
or bargained right will be enforced when 
a new app or tool is introduced in their 
workplace. In instances like these, the lack 
of protection around electronic monitoring 
and algorithmic management becomes 
particularly stark, leaving workers 
exposed to bossware-enabled wage theft, 
retaliation, and union-busting. 

Teresa, the clinic janitor, described how 
disputes over scheduling and hours 
became more common after her employer 
developed an internal, proprietary 
management app. After the app was 
installed on her personal phone, she 
repeatedly had issues with connectivity 
while at the worksite, which affected her 
ability to log hours. Despite working a 
regularly scheduled eleven-hour shift, she 
said, “when I was around six or seven 
hours in, the system would kick me out.” 
With no way to correct this discrepancy, 
these hours went unpaid. When Teresa 
asked her employer to provide a device 

When Teresa asked her employer to 
provide a device that would reliably 
track her hours, he told her “that 
it was [her] problem and [she] had 

to find a solution.”
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that would reliably track her hours, he told 
her “that it was [her] problem and [she] had 
to find a solution.” After responding that 
it should be the employer’s obligation to 
allow workers to correct errors like this, her 
employer retaliated, cutting her hours and 
accusing her of using the app’s glitches to 
“commit fraud.” 

Alejandro echoed this experience with a 
different app, which his employer used to 
manage timekeeping and scheduling for 
his cleaning shifts at government buildings. 
His contract covers multiple government 
buildings across San Diego County, and 
includes mileage reimbursement for 
travel between worksites. After three 
pay periods without reimbursement, 
however, Alejandro raised the issue with 
his employer and was met with immediate 
retaliation mediated through Ponchi: “I 
had barely clocked in for 3 minutes when 
I got the notification.” His employer had 
used the app to automatically end his 
shift, effectively cutting his hours without 
any notice or conversation from a human 
supervisor.

Workers like Teresa and Alejandro, who lack 
union representation and therefore have 
less leverage negotiating how workplace 
technology is implemented, are especially 
vulnerable to such app-driven retaliation 
and wage theft. Yet, union workers have 
also found themselves confronted by new 
forms of technology introduced without 
disclosure or bargaining. Maya, the nurse 
concerned about “sentiment scores,” 
said that while the digital patient contact 
platform had gone through the bargaining 
process, it appeared that the vendor had 
integrated this AI feature in a subsequent 
software update. This reveals a serious gap 
in the oversight of workplace technology 
even in unionized workplaces, as digital 
software can be seamlessly updated 
without subsequent disclosure to workers. 
For Maya, who has been a nurse for more 
than a decade, the sticking point was that 

this AI feature in the call monitoring tool 
was flying under the radar in a way that 
had seemingly circumvented the collective 
bargaining process.

Bossware has also given employers 
new ways to scrutinize the activities and 
communications of individual workers, 
especially around protected concerted 
activities like union organizing or other 
ethical issues, as numerous media reports 
have documented, including by major 
employers in California.70 As with wage 
theft and retaliation, the prospect of 
technologically-enabled suppression of 
worker organizing reflects the underlying 
structural problem exacerbated by 
unchecked bossware. Without a legal right 
to know when and how employers are 
using digital tools to monitor and manage 
them, workers are left to reverse-engineer 
the effects of bossware ex post facto and 
with little reassurance that these harms 
will be meaningfully remedied.

Bossware enables employers to 
erode worker privacy by constantly 
tracking and monitoring workers, 
often without disclosure or 
concern for worker well-being.
A commonality across sectors is the lack 
of timely or comprehensive disclosure 
from employers regarding bossware 
implementation. Workers reported learning 
about the extent of technology-enabled 
surveillance only after the fact: through 
rumors circulating amongst coworkers, 
a mistaken app notification, or a chance 
discovery. Multiple janitorial workers 
described how they were now required to 
install apps on their personal phones which 
their employers used to handle scheduling 
and track their shifts. Alejandro, who 
cleans government buildings in San Diego 
County, said that he was told the app 
was only needed to “mark start and end 
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times.” Yet it was only after he received an 
unexpected notification from the app while 
off the clock that he discovered that the 
app was tracking his location even when 
he was not at work. Now he makes a point 
to disable location tracking after each 
shift. “I’ve realized I can block it when 
I’m not at work so they can’t see where 
I am,” he said, “because they have no 
right.” Another janitor, Teresa, who cleans 
an infusion clinic, similarly only found out 
that her employer’s proprietary scheduling 
app was also tracking her location when 
a coworker asked to see her phone one 
day at work. She was shocked when he 
showed her how the tracking function 
worked in the background: “Wow, it keeps 
activating and locating where I am.” She 
was concerned about the extent of this 
monitoring, speculating that if “they’re 
locating me at home or at the market,” she 
wondered, “I don’t know if they can hear 
me too, but that’s the doubt I have now.” 

Secretive or unannounced tracking like this 
can make work feel dehumanizing. Sherry, 
a security officer who works the night shift 
at a large corporate campus in San Jose, 
said that after her company introduced 
an app that tracks her whereabouts at all 
times, she was effectively reduced to just a 
“dot on the map.” The rationale, according 
to her employer, is to ensure officer safety 
while doing rounds, but Sherry described 
how in practice, this monitoring actually 
extends to off-duty time or routine 
bathroom breaks—neither of which she 
felt were appropriate, and raised serious 
concerns about her own personal privacy. 
For her, location tracking did not help her 
do her job any more effectively, and seemed 
to be little more than a means of control: 
“You should trust your employees to do 
what they need to do without constant 
monitoring.” She described how onerous 
workplace surveillance adds stress and 
anxiety to her day-to-day, noting that even 
though she can technically log out of the 
app during each bathroom or rest break, 

she and her coworkers remained fearful of 
retaliation, saying that “most of us don’t 
even bother going offline because of the 
consequences.”

Software engineers across the state 
recounted how computer-based jobs 
seemed particularly vulnerable to new 
and granular forms of monitoring and 
productivity tracking. At a Bay Area tech 
company, an AI-based code review bot 
was used without informing workers, 
functioning as an experimental project 
of senior leadership with high stakes for 
their subordinates. Kiran, who has worked 
there for nearly a decade, said that a 
vice president had developed the bot to 
automatically produce weekly reports and 
flag “underperformers” producing below-
average code output, possibly leading 
to further disciplinary measures. Kiran 

recalled that this unexpected surveillance 
led him to change how he worked, focusing 
less on the quality of his output than the 
quantity, as the “bot requires me to push 
a lot of code reviews, so I’m not getting 
targeted.”
Devon, who works in the video game 
division of a major technology company 
in San Diego, learned through workplace 
rumors that the badges used to give 
employees access to buildings and 
conference rooms actually doubled as a 
surreptitious mechanism for performance 
evaluation. Badge swipes tracked when 
workers entered and exited certain 
spaces, providing supervisors with a 
record of worker whereabouts, which 

she and her coworkers remained 
fearful of retaliation, saying 

that “most of us don’t even 
bother going offline because of 

the consequences.”
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became a proxy for assessing their overall 
performance amidst changing policies 
around remote work. Devon felt that the 
inconsistent enforcement of his company’s 
return-to-work policy gave license to 
managers to actively surveil individual 
workers and unfairly interpret their badge 
swipe data. 

Each worker connected the constant 
monitoring and tracking enabled by 

bossware to heightened states of stress, 
anxiety, and burnout. More transparency 
from employers could assuage these 
feelings, but in the absence of enforceable 
guardrails about what worker data can be 
collected and how it can be used, these 
negative impacts are likely to worsen as 
more data-driven bossware tools become 
available to employers.

6. A Framework for 21st-Century Labor Standards 
to Regulate Bossware
The Regulatory Challenge
The increasing prevalence of bossware 
and the growing evidence of its serious 
and wide-ranging harms raise urgent 
questions for policymakers. But the 
majority of existing labor, employment, 
and data privacy laws fall woefully short 
when it comes to protecting workers from 
the potential negative impacts of these 
new technologies.71 As a result, employers 
are currently implementing untested 
workplace surveillance and algorithmic 
management systems with virtually no 
meaningful guardrails. 

California has gone the furthest of any 
state in the country in beginning to tackle 
the regulatory challenge. For example, the 
California Consumer Privacy Act (CCPA) 
provides some workers at large companies 
with admittedly very basic data rights.72 
More importantly, four bills that were 
recently passed into law in Sacramento 
establish the following first-generation 
guardrails:73 

•	 SB 947 (No Robot Bosses Act), which 
bans bosses from using AI to discipline 
or fire workers without human oversight 
and corroborating data. 

•	 SB 951 (AI Job Killer Notice Act), 
which modernizes the WARN Act to 
provide workers additional information 
on layoffs caused by AI and directs 
the EDD to study the impact of AI on 
hiring and the workforce.

•	 AB 1331 (No Bosses in the Bathroom 
Act), which bans the use of any AI 
surveillance in workplace bathrooms.

•	 AB 1883 (Stop AI Strip Searches 
Act), which bans employers from 
using potentially biased and invasive 
forms of AI-powered surveillance in 
the workplace to recognize, infer, or 
predict workers’ emotional states or 
collect their neural data.

These protections are not comprehensive, 
but they have created an important 
foundation for the state and its cities, 
counties, and municipal governments 
to erect a robust regulatory regime that 
fully protects the safety and dignity of all 
workers in the use of electronic monitoring 
and algorithmic management.

The future of U.S. labor standards is at 
stake. Low-road employers still have 
a strong incentive to use bossware to 
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relentlessly cut labor costs and extract 
ever more labor from their workers—
starting a race to the bottom that makes 
it difficult for other employers to pursue an 
alternative path of technology adoption, 
one that equally benefits workers and 
the company’s bottom line. This is a key 
lesson from the history of labor market 
regulation in the U.S.: strong standards 
in wages and working conditions must be 
proactively established to set a baseline for 
all employers that cannot be undermined 
for competitive advantage.74 As digital 
technologies are increasingly integrated 
into jobs, it is more essential than ever to 
heed this lesson by inaugurating a new 
set of 21st-century labor standards that 
establish worker rights and employer 
responsibilities for the AI- and data-driven 
workplace.75 

The goal of these standards should be to 
prohibit exploitative uses of bossware by 
employers while incentivizing technology 
adoption that supports the flourishing 
of all workers.76 Unfortunately, federal 
legislation is unlikely to pass in the near 
future. Therefore, as in other areas of labor 
standards—such as minimum wage, paid 
sick leave, and fair scheduling laws—state 
and local governments must continue 
leading the way in worker-centered 
regulation by enacting innovative policies 
that can serve as models for future federal 
legislation.77

The public overwhelmingly supports such 
common-sense measures. A recent national 
poll of workers who are also registered voters 
found that more than nine in ten workers 
support requiring a human to be the final 
decision-maker on any issues that affect 
workers and their employment, instituting 
guardrails against harmful uses of AI in 
the workplace, and requiring transparency 
and accountability over when and how 
employers use AI.78 Another recent poll of 
1,400 Californians found that 70% agreed 
upon the need for stronger laws to make 

AI fair.79 A Quinnipiac University poll also 
found that Americans are overwhelmingly 
opposed to “RoboBosses”—another name 
for bossware—with 80% unwilling to work 
in a job where their employer used an AI 
tool to directly assign tasks and determine 
schedules.80 

The following principles can help guide 
California’s policymakers as leaders in 
establishing well-crafted and enforceable 
policy to mitigate the risks of unchecked 
bossware use by employers.

Policy Principles
Across four policy principles, we propose 
a framework for regulating bossware and 
promoting worker rights in the face of the 
potential harms from employers’ growing 
use of digital technologies, drawing 
on a large body of policy analysis and 
proposals that have been developed in 
recent years.81

1. Employers, not algorithms, should be 
the ones making decisions about workers, 
and workers must have the right to appeal.

As documented above, employers are 
increasingly using bossware despite the 
fact that the technologies underlying 
these systems are error-prone, produce 
biased results, and can be used to exploit 
workers and degrade job quality.82 To 
guard against these harms, employers 
should be prohibited from using bossware 
to automatically hire, fire, discipline, or 
make other employment-related decisions 
about a worker. California’s new No Robot 
Bosses Act is the first in the country to 
prohibit employers from using bossware 
to discipline or fire workers without 
corroborating evidence; this will be an 
important foundation to build upon going 
forward. Employers should be required 
to use a human reviewer and gather 
independent, corroborating evidence 
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in conjunction with any employment 
decisions involving electronic monitoring 
or algorithmic management. If insufficient 
corroborating evidence exists, or if an 
employer cannot prove the accuracy 
of the input data relied upon by the 
automated decision-making system, the 
employer should not be allowed to use the 
bossware’s recommendation, output, or 
worker data to make that decision.

Another critical safeguard is that workers 
should have the right to an appeal process 
when bossware is used to make a decision 
that impacts them. This includes the right to 
request human review of the employment 
decision, obtain disclosure of the data 
used to inform this decision, and have the 
opportunity to correct any errors in the data 
or algorithm used by the bossware. Workers 
must also have the right to have a union or 
other representatives act on their behalf in 
the appeal process.

2. Workers should have the right to know 
when and how bossware is used by their 
employer, and the right to access and 
correct their data.

Employers’ lack of transparency in their 
deployment of bossware is one of the 
most significant obstacles facing workers 
and policymakers who are trying to track 
and address the harms of AI and other 
digital technologies. As discussed above, 
there is ample evidence of a significant 
knowledge gap between the employers 
implementing bossware and the workers 
subjected to it—one survey found that 41% 
of workers received no information from 
their employers about data collection or 
AI use in their workplaces.83 Workers must 
have the right to know when employers are 
using electronic monitoring and algorithmic 
management systems in their workplace.
In particular, employers should be required 
to issue pre-use notices whenever they 
introduce or make changes (including 
software updates) to bossware systems. 

These notices should include detailed 
information on what worker data is being 
collected by electronic monitoring systems 
and how the employer will use that data 
to make employment-related decisions. 
Pre-use notices should also disclose the 
kinds of data and logic used in algorithmic 
management systems, and which 
employment-related decisions could be 
affected by such systems. 

Even more important, employers should 
be required to issue post-use notices 
to affected workers whenever they use 
bossware to make an employment-related 
decision; California’s new No Robot Bosses 
Act, for example, requires post-use notice in 
the case of firing and discipline decisions. 
Workers must have the right to know when 
these types of decisions have been made 
using algorithmic management or electronic 
monitoring, be provided with details about 
the systems and data that were used, and 
have the right to appeal those decisions.

Finally, workers must have the right to 
access and review their data, with a 
transparent and timely process established 
by the employer for correcting any errors. 
Workers must additionally have the right to 
prevent their own data and work product 
from being used to train AI systems that 
then replace their jobs. And importantly, 
employers should be legally prohibited 
from selling or transferring worker data 
to vendors, subcontractors, or other third 
parties, barring exceptional circumstances 
or when required by law.

3. Employers should be prohibited from 
using bossware in ways that are intrusive 
and harmful.

An important part of incentivizing employers 
to use digital technologies responsibly is 
to prohibit clearly harmful uses that are 
inappropriate in any scenario. Employers 
should not be allowed to use bossware 
to violate established labor, health and 
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safety, or civil rights laws, or to gather or 
infer sensitive data about a worker, such as 
their immigration status, political beliefs, or 
sexual orientation, as prohibited by the new 
No Robot Bosses Act. Further, employers 
should be prohibited from using any 
technologies proven to be biased or prone 
to error, including those that purport to 
recognize workers’ faces, gait, or emotions, 
or that collect neural data; California’s 
new Stop AI Strip Searches Act prohibits 
the use of the latter two technologies. 
Finally, all electronic monitoring should 
be prohibited when workers are off-duty 
or in bathrooms or other private areas, as 
California now does with its new No Bosses 
in the Bathroom Act. 

Another set of prohibitions focuses on uses 
of bossware that are unfair to workers and 
make inferences about them that have 
nothing to do with their actual performance 
on the job. For example, employers 
should not be allowed to use algorithmic 
management to profile workers and predict 
their behavior, beliefs, health status, or 
other characteristics unrelated to their job 
function. Similarly, employers should not 
be allowed to use workforce management 
systems in any way that violates labor, 
health and safety, or civil rights laws. A 
related principle would prohibit employers 
from using surveillance data about a worker 
to set individualized wages. When data is 
collected from or about workers, there must 
be a broad prohibition on using this data 
to develop or train algorithmic models that 
could replace these workers.

4. All workers must be protected, and 
they should have the power to enforce 
their rights.

An essential principle to effectively 
regulate employers’ use of bossware is the 
comprehensive coverage of all workers, 
including job applicants, employees, and 
independent contractors, as well as all 
private and public sector employers. This 

should extend to include workers employed 
through labor subcontractors, temporary 
staffing agencies, or any other relevant 
intermediaries. Workers must also have 
strong recourse and enforcement rights; 
they should have the right to file a complaint 
with a government agency, and to sue 
employers directly over illegal bossware 
use. Workers must also have the right to be 
free from retaliation.

The Opportunity for Local Innovation
As employers across the state continue to 
adopt workforce management systems like 
those described in this report, California’s 
workers are increasingly vulnerable to a 
wide range of harms. Bossware is not an 
autonomous system deployed in a vacuum; 
rather, it is a tool used by employers to 
achieve specific outcomes that impact 
wages, working conditions, and job quality. 
Ultimately, how employers choose to deploy 
these tools depends on the legal and 
economic incentives established through 
state and local policymaking. 

Legislators stand at an inflection point, with 
the power to determine whether employers’ 
use of bossware will be regulated in ways 
that protect workers and foster more 
equitable and fair workplaces, or make work 
harder, more dangerous, less fair, and less 
sustainable for millions of Californians.84 
The actions taken by legislators can 
significantly reshape how new technologies 
impact not only workers, but the broader 
communities they serve and engage with 
every day, including a wide range of affected 
constituents like patients, students, parents, 
tenants, and consumers.

Policymakers at all levels have a role to play 
in meeting the regulatory challenge. State 
legislators have been hard at work over the 
past two years, introducing trend-setting 
bills addressing a range of consumer and 
workplace technologies—and some of 
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these have begun to pass, including the 
four recent bills described above. But cities, 
counties, and municipal governments have 
a significant opportunity to meaningfully 
contribute to the pursuit of achieving 
worker-centered technology policy.

From paid sick days to minimum wage 
and fair scheduling laws, California’s local 
governments have been trailblazers in 
advancing workers’ rights, often resulting 
in policy innovations that are subsequently 
adopted at the state and federal levels.85 

In particular, cities have the opportunity to 
lead the charge and build upon the first-
generation workplace technology guardrails 
established at the state level by further 
strengthening workers’ rights to know about, 
challenge, and be protected from the harms 
of employers’ use of bossware. Acting in 
concert, our state and local policymakers 
can ensure that workers have access to 
fair, safe, and dignified jobs amidst ongoing 
rapid technological change. 
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